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AT XUBG AV

T XU BYEE M3 (Risk-based Testing, RBT)
RBT HEARTIE

(1) Analyze the requirements.

(2) Documents (SRS, FRS, Use cases) are reviewed. This activity is
done to find and eliminate errors & ambiguities.

(3) Regquirements sign-off is one of the risk-reduction technique for
avoiding the introduction of late changes into the projects. Any
changes to requirements after the documents are baselined
would involve a change control process and subsequent approvals.

(4) Assess the risks by calculating the likelihood and impact each
requirement could have on the project taking the defined criteria's
like cost, schedule, resources, scope, technical performance
safety, reliability, complexity, etc. into consideration.

(5) Identify the probability of failure and high-risk areas. This can be
done using risk assessment matrix.
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E T XAV ER M (Risk-based Testing, RBT)
RBT BUE AT HE (£4)

(6) Use arisk register to list the set of identified risks. Update,
monitor and track the risks periodically at regular intervals.

(7) Risk profiling needs to be done at this stage to understand the risk
capacity and risk tolerance levels.

(8) Prioritize the requirements based on the rating.

(9) Risk-based test process is defined.

(10) Highly critical and medium risks can be considered for mitigation
planning, implementation, progress monitoring. Low risks can be
considered on a watch list.

(11) Risk data quality assessment is done to analyze the quality of the
data.

(12) Plan and define test according to the rating.
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E T XAV ER M (Risk-based Testing, RBT)
RBT BUE AT FE (£4)

(13) Apply appropriate testing approach and test design techniques to
design the test cases in a way that the highest risks items are
tested first. High-risk items can be tested by the resource with
good domain knowledge experience.

(14) Different test design techniques can be used for e.g. using the
decision table technique on high-risk test items and using ‘only’
equivalence partitioning for low-risk test items.

(15) Test cases are also designed to cover multiple functionalities and
end to end business scenarios.

(16) Prepare test data and test conditions and test bed.

(17) Review the Test plans, Test Strategy, Test cases, Test reports or any
other document created by the testing team.

(18) Peer review is an important step in defect identification and risk
reduction.
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(19) Perform dry runs and quality checks on the results.

(20) Test cases are executed according to the priority of the risk item.

(21) Maintain traceability between risk items, tests that cover them,
results of those tests, and defects found during testing. All testing
strategies executed properly will reduce quality risks.

(22) Risk-based testing can be used at every level of testing, e.g.
component, integration, system, and acceptance testing.

(23) At the system level, we need to focus on what is most important in
the application. This can be determined by looking at the visibility
of functions, at frequency of use and at the possible cost of
failure.

(24) Evaluation of exit criteria. All high-risk areas fully tested, with only
minor residual risks left outstanding.

(25) Risk-based Test Results reporting and metrics analysis
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E T XAV ER M (Risk-based Testing, RBT)
RBT BUE AT FE (£4)
(26) Reassess existing risk events and new risk events based on Key
Risk Indicators.
(27) Risk register updating.
(28) Contingency plans- This works as a fallback plan/emergency plans
for the high exposure risks.
(29) Defect analysis and defect prevention to eliminate the defects.
(30) Retesting and Regression testing to validate the defect fixes based
on pre-calculated risk analysis and high-risk areas should be most
intensively covered.
(31) Risk-based automation testing(if feasible)
(32) Residual Risk calculation.
(33) Risk Monitoring and Control.
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T XU BYEE M3 (Risk-based Testing, RBT)
RBT HEARTIE

(34) Exit Criteria or completion criteria can be used for different risk
levels. All key risks have been addressed with appropriate actions
or contingency plans. Risk exposure is at or below the level agreed
to as acceptable for the project.

(35) Risk profiling reassessment and customer feedback.
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